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Abstract

The importance of data protection is paramount in the digital age, as sensitive information faces
increasing threats from cyberattacks. Encryption is a fundamental method for protecting this data, but
challenges related to security and performance remain. This research aims to demonstrate how
generative neural networks (GNSNs) can enhance data encryption techniques, whether by generating
stronger encryption keys, designing new algorithms, or strengthening system resistance to attacks. The
research primarily employed a quantitative experimental methodology, designing and implementing
controlled experiments to test and evaluate the performance of proposed GNSN-based models in
specific encryption-related tasks. The results revealed that GNSNs operate on the principle of two
models: a generator, which seeks to create new data, and a discriminator, which aims to distinguish
between genuine and fake data. Through this competitive process, GNSNs can improve the quality of
generated data. One of their most prominent applications is encryption key generation: GNSNs can be
used to generate unique and complex encryption keys, making security systems more difficult to break.
The research recommended improving encryption algorithms by learning from data patterns. Generative
neural networks can enhance existing algorithms, leading to more efficient encryption.
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